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What is privacy to you?
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What is Privacy?
• the ability to control or influence the way in which
information about you is collected, used and disclosed

• a fundamental right for all Ontarians
• contextual
HHS Accountability:
• As a health information custodian, HHS has a legislative
requirement to protect patient personal information and personal
health information within our custody and control
• Abide by privacy laws and principles when collecting, using and
disclosing PI/PHI
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What is Confidentiality?
• A fundamental right to have personal identifiable
and personal health information kept private
• Recognized by law as a privileged
communication between two parties in a
professional relationship
• An obligation of professionals who have access
to patient information to host that information in
confidence
• Trust
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Privacy
Terminology

What does it all
mean?

The Personal Health Information
Protection Act (PHIPA)
► Provincial legislation in Ontario
► Provides individual with the right to control how their
personal health information will be collected, used and
disclosed
► Applies to individuals and organizations involved in the
delivery of healthcare services

► Governed by the Information and Privacy Commissioner
of Ontario (IPC)
► Legislation amended to impose mandatory privacy breach
notifications to the IPC under certain circumstances
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Heath Information Custodians
►Definition includes:
 Health care practitioner;
 Hospitals and independent health facilities;
 Homes for the aged and nursing homes;
 Pharmacies;

 Laboratories;
 Home for special care;
 A centre, program or service for community health or mental
health.
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Personal Health Information (PHI)
Defined as identifying information that:


Relates to an individual’s physical or mental health, including family medical
history



Relates to the provision of health care to the individual



Identifies an individual’s health care provider



Identifies an individual’s substitute decision-maker



Relates to payments or eligibility for health care



Is the individual’s health number



Relates to the donation of body parts or bodily substances or is derived from the
testing or examination of any such body part of bodily substance



Is a plan of service under the Home Care and Community Services Act, 1994
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Are Biological Samples PHI?


Only identifying information derived from body parts or bodily substances
is included in the definition of personal health information



Body parts or bodily substances are often linked to personal health
information when used or disclosed for research purposes



For example, identifying information about the individual that relates to the
provision of health care to the individual, including the identification of a
person as a provider of health care to the individual would be personal
health information



Identifying information means information that identifies an individual or for
which it is reasonably foreseeable in the circumstances that it could be
utilized, either alone or with other information, to identify an individual



The fact that a certain hospital has provided health care to an identifiable
individual would be considered to be personal health information
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Researcher Status under PHIPA
►The Act applies to researchers who are agents of a
health information custodian or researchers who are
recipients of information from health information
custodians;
 Agent: any person who acts for, or on behalf of, a
custodian for the purposes of the custodian and not
the agent’s own purposes
 Recipient: PHI made available to researchers who are
conducting research for their own purposes
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General Rules
AGENT
Only permitted to collect, use,
disclose, retain or dispose of
PHI on custodian’s behalf if:

Must not use or disclose
information received from a
custodian except for:

 the custodian is permitted to
do so; and
 it is in the course of the
agent’s duties.

 The purpose for which the
custodian was authorized to
disclose the information
under PHIPA;
 The purpose for carrying out
a statutory or legal duty.

Must comply with custodians
information policies and
practices
Must notify the custodian a the
first reasonable opportunity if
PHI is stolen, lost or accessed
by unauthorized persons
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RECIPIENT

Collection, Use,
Disclosure & the
Element of
Consent

A quick overview

Collection, Use & Disclosure
►Custodians may collect, use and
disclose personal health information if:
The individual consents, or
The Act permits or requires the collection,
use and disclosure
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Consent
Consent may be express or implied, except where express
consent is specifically required under PHIPA.
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IMPLIED CONSENT

EXPRESS CONSENT

• Reasonable to assume, in
the circumstances, that the
individual has volunteered
their consent
• Typically, it is not reasonable
to assume implied consent
for research purposes as
research is considered a
secondary use

• Custodian discloses to a noncustodian;
• Custodian discloses to
another custodian for a
purpose other than providing
health care to the individual;
• Marketing/fundraising (when
using more than name and
specified contact information)

The 4 Elements of Valid Consent
► Must be a consent of the individual or his or her
substitute decision-maker;
► Must be knowledgeable;
► Must relate to the information; and
► Must not be obtained through deception or coercion.
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Consent in the Context of
Clinical Research
►Consent must satisfy a range of requirements:
 Consent to treatment (Health Care Consent Act)
 Consent to participate in research (TCPS2)
 Consent to the collection, use and disclosure of
personal health information (PHIPA)
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Consent Language Guidelines
►When reviewing a research study consent form, REBs must
consider whether the individual would understand the
following:
 what information is being collected, used and disclosed
for the purpose of participating in the research
 what additional information may be collected and the
circumstances in which that additional information will be
collected (e.g., if the individual consents to the additional
collection)
 their right withdraw consent to the collection, use and
disclosure of their personal health information, with
limited exceptions (e.g. withdrawal of consent cannot be retroactive)
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Research without Consent
► Custodians may collect, use and disclose PHI for
research purposes without consent if there is specific
legal authority and certain requirements are satisfied

► Custodian may use PHI for research purposes if the
custodian prepares a research plan and has a
research ethics board (REB) approve it (in
accordance with section 44 requirements)
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Participant Recruitment via
the Circle of Care
•

Circle of Care: used to describe HICs and their authorized agents
who can rely on implied consent when collecting, using, disclosing
or handling PHI for the purpose of providing direct health care

•

Hospital setting  CoC = provides direct care to the patient
(ie. attending physician and the healthcare team  residents, nurses,
technicians, healthcare professionals, and staff assigned to the patient)

•
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It does not apply to collecting information for research purposes 
Researchers must approach potential participants through the
participant’s CoC

Disclosure for Research
PHIPA, Section 44

(1) The health information custodian may disclose
PHI for research purposes if the researcher,
(a) submits to the custodian,
(i) an application in writing;
(ii) a research plan;
(iii) a copy of the REB approval.

(b) enters into the agreement required by
subsection (5)
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The Research Plan
(2) A research plan must be in writing and must
set out:
(a) the affiliation of each person involved in the
research;
(b) the nature and objectives of the research &
the scientific benefit anticipated;
(c) all other prescribed matters related to the
research.
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Research
Guidelines

What is the
responsibility of the
researcher?

Research Guidelines
• Clinical studies and clinical research are
all governed by international guidelines,
including:
– ICH GCP, Declaration of Helsinki, TCPS

• What legislation is applicable to
researchers?
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Responsibility as Researchers/
Research Institutions
• Abide by provincial legislative requirements
(PHIPA, PIPEDA, FIPPA)
• Protect the privacy, confidentiality and
security of individuals participating in
research
• Compliance (i.e. legislative and contractual)
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Protecting
Privacy

What are the
requirements under
PHIPA?

How can you protect privacy in
research?
• Research agreements in place detailing
what can be done with the information
• De-identified, anonymized, encrypted?
• Linked, federated?
• HOW?

• Make sure your data is secure!
• Adopt a Privacy by Design approach
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Research Agreements
• Team at HHS to answer any contract
related questions
• Draft and negotiate all research-related
agreements
• Agreements can either specifically relate
to the data transfer, or be overarching
about the trial itself
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Research Agreements
Examples
1) Clinical Study Agreement
- generally includes a section on privacy with
conditions for use of health information

2) Data Transfer/Sharing Agreement
- Guidelines specifically on what
information can be transferred/shared, with whom
and how
- Includes biological data/sample data
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Clinical Study Agreement
• Governs the conduct of a study whether
with a pharma company or another
institution
• Longer agreements that touch on IP,
publication, data ownership, liability
• Any privacy language should match what
is in the consent form
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Sample Language
• In the course of performing the Study, Institution and
Investigator may collect personal information or personal health
information, as defined in the Personal Information Protection
and Electronic Documents Act, S.C. 2000, c.5 (“PIPEDA”),
and/or applicable provincial legislation including the Personal
Health Information Protection Act, 2004, S.O. 2004, c. 3
(“PHIPA”), from Research Subjects. In the event that personal
information or personal health information about a Research
Subject is transferred to Sponsor and its employees or agents,
Sponsor and its employees and agents shall not use or disclose
such information except with the knowledge and consent of the
Research Subject as set out in patient informed consent form,
or as prescribed by law. Such information shall also be
appropriately protected by Sponsor and shall be retained by
Sponsor only as long as necessary for fulfillment of the
approved purpose for which it was collected. The obligations of
this section 6.3 shall survive the termination of this Agreement.
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Data Transfer Agreement
• Must be used anytime a patient’s data or
biological samples are being transferred for
research purposes- including McMaster!
• Sets out guidelines on how the tissue/data can
be used and limits it to one specific research
purpose
• Links back to PHIPA Section 44.(5) - it is an
obligation of the HIC to enter into an agreement
with the researcher using the information
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Agreements Process
• Submit a request for an agreement or a draft
agreement for review to: researchagreements@hhsc.ca
• It will be assigned to a reviewer and they will be in
touch within 9 business days

• Negotiation will be handled by the contract
reviewer with input from the PI/Team
• Provide us with the PI name, study title, protocol,
any additional info and whether it is urgent or not
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Research Agreement
Noncompliance
• PHI disclosure without following legislative
obligations  Research Misconduct
– Internal discipline (e.g. termination or suspension)
– Commissioner investigation
– Civil court to award damages
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Securing Data Management
• It is imperative to ensure that patient data is handled and
managed with the upmost confidentiality and security
measures in place, including:
– Secure Storage (i.e. encrypted/de-identified technology, locked filing cabinets)
– Secure Transfer (i.e. only shared with specified personnel)
– Secure Destruction of ‘hard copy’ PHI data
(i.e. proper waste disposal – shredded/locked recycle bins)
 More information on destruction can be found on the
HHS Privacy Website:
http://www.hamiltonhealthsciences.ca/body.cfm?id=1759
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What’s the Big Deal?
• Unauthorized collection, use or disclosure of PHI
 serious repercussions for the individual, HIC
and the heath system
• Privacy breach from individual perspective:
– stigmatization, discrimination
– emotional/psychological harm
– loss of trust in the health-care provider
– ineligibility/loss of health insurance coverage,
employment and housing opportunities
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PHIPA Requires De-identification
►Regardless of whether a custodian has legal authority to
collect, use and disclose personal health information without
consent, the custodian has an obligation to minimize the
collection, use and disclosure to the greatest extent possible;
►For example, Ontario’s PHIPA states that custodian shall not
collect, use or disclose personal health information if other
information will serve the purpose and they cannot collect, use
or disclose more than is reasonably necessary to meet the
purpose;
►This means that custodians have an obligation to de-identify
personal health information to the greatest extent possible.
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De-identification
► To the extent the personal health information is de-identified it
may fall outside the scope of privacy legislation, which may
constrain the use and disclosure of personal health information for
secondary purposes;
► For example, under Act, personal health information only includes
information that “identifies an individual or for which it is
reasonably foreseeable in the circumstances that it could be
utilized, either alone or with other information, to identify an
individual”;
► If information can be used to identify an individual (e.g., reidentification), then it must be treated as personal health
information.
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De-Identification Challenges
►Even if personal health information is de-identified, the risk of reidentification can never be eliminated (e.g., in context of biological
samples that may be used for genetic research or linked to other
personal information in the public domain)
►Custodians may take a risk based approach when deciding whether or
not to disclose personal health information for research

►Even if data or de-identified, some custodians may treat it in the same
manner as identifiable information (e.g., REB approval; research
agreement, etc.)
►If something goes wrong, it will be the custodian that has to account to
the individuals
►Because disclosure is discretionary, custodians can say no to the
‘sharing’ of PHI under their custody and control
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Don’t do this!

Examples of Privacy
Breaches

Privacy Breach Examples
Example 1 – HO-004
• 2007, a laptop computer belonging to a hospital
and containing unencrypted PHI of 2,900
individuals, was stolen from a vehicle.
• PHI stored on a laptop computer and transported
out of the hospital for research purposes.
• PHI included: names, hospital numbers, along with
information relating to medical conditions
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Privacy Breach Examples
Example 2 – HO-007
• 2010, USB memory stick containing unencrypted PHI
of 83,524 individuals who attended H1N1
immunization clinics was lost
• PHI included: names addresses, telephone numbers,
dates of birth and health numbers, along with
information regarding the individuals health histories
• $40 million dollar class action lawsuit was filed in
response to this breach
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Don’t let it happen to you!
► We are happy to discuss any questions about privacy
or whether you need a data transfer or other type of
agreement to protect your patients!
► Please contact us: researchagreements@hhsc.ca
OR
privacy@hhsc.ca
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Privacy Quiz

Question: Research applications that use the terms
anonymization and de-identification inter-changeably
to describe data masking should be interpreted by
the REB to mean the same technique?
► False. Data anonymization and de-identification do not employ the same data masking
technique, and as such should not be used interchangeably in REB applications
► De-identification of data refers to the process of removing or obscuring any personally
identifiable information from individual records in a way that minimizes the risk of
unintended disclosure of the identity of individuals and information about them.
► Anonymization of data refers to the process of data de-identification that produces
data where individual records cannot be linked back to an original as they do not
include the required translation variables to do so.

► Research applications should clearly outline which data masking technique will be
utilized for the intended purposes, as well as any risks of re-identification associated
with technique.
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Question: Do research studies using secondary data
require REB approval?

► A project in which the secondary use of data is derived from
information or a biological sample for which no direct linkage with an
individual study subject is possible would not be subject to REB review.
► However, the TCPS2 (2014) Article 5.5A states that if personally
identifiable information is accessible through any linkage with the data
sample, REB approval shall be sought for the ‘secondary use’ of data
without consent.
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Question: Does an institutional REB need to approve
a study using de-identified data held by the Institute
for Clinical Evaluative Sciences?
► Researchers who want to obtain and analyze ICES data to answer a
research question must follow the data access request process
outlined on the ICES website, which includes (among other
documents), a copy of the institutional REB application and the
approval letter from the REB.
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Thank you!

